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HOW TO CREATE
A VIRTUAL

MACHINE FOR
CYBER SECURITY

C Y B E R  S E C U R I T Y  B A S I C S



Vi r tua l iza t ion  is  a  w ide ly  used concept  in  cyber  secur i ty .  
 Concre te ly ,  w i th  v i r tua l iza t ion ,  i t  becomes poss ib le  to  s imula te  a
computer  where  you can make tes ts  or  s imply  exper iment  w i thout
damaging your  own computer .  Wi th  v i r tua l iza t ion ,  i t ' s  l i ke  hav ing
a computer  ins ide  a  computer !

In  th is  ed i t ion ,  we wanted to  o f fe r  you a  smal l  ac t iv i ty  so  tha t  you
can create  your  own v i r tua l  mach ine or  i f  you pre fer  your  own
v i r tua l  computer .  Th is  way,  when you need a  v i r tua l  mach ine,  you
wi l l  be  ab le  to  c reate  i t  yourse l f  and exper iment  w i th  the  d i f fe rent
too ls  re la ted to  cybersecur i ty .

So,  we wish  you great  d iscover ies  and don ' t  fo rget :  ac t  in  a
cybersecure  way!

SUMMARY
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ACTIVITY PLAN

In  th is  ac t iv i ty  we want  to  focus  on the  ins ta l la t ion  o f  an
hyperv isor  ca l led  V i r tua l  Box.  The ro le  o f  an  hyperv isor
is  to  br idge the  gap between your  computer  and the
v i r tua l  mach ine tha t  w i l l  be  c reated.  Here 's  what 's  on  the
menu.

Main Goals

Goal  #1 :  To ins ta l l  an  so f tware  ca l led  V i r tua l  Box.
Goa l  #2 :  To prepare  a  v i r tua l  mach ine fo r  an  upcoming ins ta l la t ion .

Tool Needed

Tool  #1 :  V i r tua l  Box

https://www.virtualbox.org/
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. . .

To  be ab le  to  c reate  our  v i r tua l
mach ine,  we wi l l  need a  too l  to
v i r tua l ize  our  env i ronment ,  i .e .  to
s imula te  a  computer .

VERIFICATION OF THE
NECESSARY TOOLS

The Virtual Box Tool
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This  too l  w i l l  b r idge the  gap between
your  computer  and the  v i r tua l
computer .  For  the  ac t iv i ty ,  we wi l l  use
the V i r tua lBox too l .  Other  too ls  ex is t
such as  Hyper -V or  VMWare.

You can download the  too l
a t  the  fo l lowing address :

h t tps : / /www.v i r tua lbox .org /
w ik i /Downloads.

https://www.virtualbox.org/wiki/Downloads


Let 's  s tar t  by  s tar t ing  V i r tua l  Box and prepare  the  v i r tua l  env i ronment .  You
wi l l  need the  fo l lowing in format ion :

1)  2GB of  RAM ( ram)
2)  2  processors  (cpu)
3)  25  GB o f  hard  d isk  dr ive  space

Cl ick  on New
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To be ab le  to  ins ta l l  the  L inux  opera t ing  sys tem,  we wi l l  use v i r tua l iza t ion .  
 Th is  concept  a l lows us  to  c reate  a  s imula ted env i ronment  in  our  computer
which  w i l l  a l low us  to  proceed wi th  the  ins ta l la t ion  w i thout  damaging our
computer .

VIRTUAL MACHINE
PREPARATION

Create a New Virtual Machine
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I t  i s  poss ib le  tha t  the
i l lus t ra t ions  may be a  l i t t le

d i f fe rent  on  your  s ide .  We use
an opera t ing  sys tem that  i s  no t

Windows.
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The res t  shou ld  be le f t  as  is .

F i rs t  we need to  name our  new v i r tua l  mach ine (vm) .  S ince we are  us ing
L inux  Min t ,  le ts  name our  vm Min t .

NAME AND TYPE OF VM

Name and Type

C Y B E R  S E C U R I T Y  B A S I C S 4



For  example ,  i f  you have 16GB of  RAM and you wou ld  l i ke  to  ass ign 4GB to
the L inux  mach ine,  you wi l l  have 12GB le f t  fo r  your  computer .  I t  i s  there fore
impor tant  no t  to  g ive  every th ing  to  the  Ubuntu  v i r tua l  mach ine,  o therwise
your  computer  w i l l  have no more RAM for  i t  and i t  w i l l  become very  s low or
even imposs ib le  to  use.

We wi l l  use 2GB for  L inux .
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Now you need to  spec i fy  the  amount  o f  RAM that  w i l l  be  ass igned to  the
Ubuntu  v i r tua l  mach ine.  Keep in  mind tha t  the  amount  tha t  w i l l  be  ass igned
wi l l  a lso  be subt rac ted f rom the to ta l  amount  o f  RAM you have in  your
computer .

AMOUNT OF RAM

Specify the Amount of RAM
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L i t t le  math  qu iz !
 

I f  1024 MB = 1  GB,  how many
MB equa ls  2  GB?



We wi l l  use 25GB for  Ubuntu .  But  be fore ,  
le t ' s  c reate  the  d isk .
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When spec i fy ing  the  requ i red  s ize ,  remember  to  cons ider  opera t ing  sys tem
main tenance.  In  cyber  secur i ty  fo r  example ,  i t  becomes essent ia l  to  be  ab le
to  update  i t  regu lar ly .  So,  make sure  you have enough space to
accommodate  fu ture  so f tware  updates .

The opera t ing  sys tem wi l l  be  kept  on  the  v i r tua l  hard  d isk .  I t  i s  there fore
impor tant  to  a l locate  enough space fo r  your  opera t ing  sys tem.

CREATING THE VIRTUAL HARD DISK

Creating the Virtual Hard Disk
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The hard  d isk  w i l l  be  v i r tua l ,
i .e .  i t  w i l l  be  in  the  fo rm o f  a

f i le .
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Now you need to  spec i fy  the  f i le  type.   In  our  case,  we wi l l  use VDI .  Other
formats  be long to  o ther  manufac turers .  VHD be longs to  Microsof t  (Hyper -V)
and VMDK be longs to  VMWare.

HARD DISK TYPE

VDI for the File Type
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The v i r tua l  hard  dr ive  w i l l  be  s tored on your  computer 's  phys ica l  hard  dr ive .
You shou ld  there fore  be aware  tha t  the  d isk  space wi l l  be  shared wi th  the
phys ica l  hard  dr ive .  I f  your  hard  dr ive  has  120GB of  space and you wou ld
l i ke  to  ass ign 25GB to  your  v i r tua l  hard  dr ive ,  you w i l l  have to  subt rac t  th is
amount  f rom the to ta l  space o f  your  phys ica l  hard  dr ive .

STORAGE ON THE PHYSICAL HARD DISK

How to Allocate the Space
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95 GB 25 GB

Remain ing Space Space fo r  your  VM

So we wi l l  have 2  cho ices  a t  our  d isposa l :  
1 )  we can ass ign the  space in  a  dynamic  way;  o r
2)  in  a  f i xed manner .

Dynamic :  space wi l l  be  used as
space is  needed.   I f  we on ly  need

12GB the sys tem wi l l  no t  use more.
 

F ixed:  25GB wi l l  be  ass igned
immedia te ly ,  in  fu l l .
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Now you can choose the  locat ion  to  save your  v i r tua l  hard  dr ive  and i ts  s ize .
In  our  case,  we wi l l  choose 25GB.

WHERE TO SAVE THE VIRTUAL HARD DISK

Saving the Virtual Hard Disk
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I t  can a lso  be in teres t ing  to  name your  f i le .  We chose the  name Ubuntu  and
you can not ice  the  automat ic  add i t ion  o f  the  .vd i  ex tens ion.
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Now you are  ab le  to  c reate  your  own v i r tua l  mach ine.  Wi th  th is
ac t iv i ty ,  we wanted to  make you rea l ize  tha t  i t  i s  poss ib le  to  c reate
your  own v i r tua l  mach ine.  

VIRTUALIZATION AND CYBER SECURITY

Reason 1  :

Reason 2  :  

Reason 3  :

C Y B E R  S E C U R I T Y  B A S I C S 1 0

In  fac t ,  we wou ld  l i ke  to  know what  you learned f rom th is  ac t iv i ty .
What  l inks  can you make between v i r tua l iza t ion  and cyber  secur i ty?
In  o ther  words ,  why is  the  use o f  v i r tua l iza t ion  impor tant?


