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INSTALLATION
OF LINUX MINT

OPERATION
SYSTEM

C Y B E R  S E C U R I T Y  B A S I C S



An opera t ing  sys tem is  requ i red  to  run  your  computer .   I t  i s
thanks to  i t  tha t  you can see icons,  in terac t  w i th  the  mouse and
keyboard  or  even sur f  the  In ternet .   I t  i s  the  l ink  between the
components  o f  your  computer  and you.

There  are  severa l  opera t ing  sys tems on the  market .  Maybe you 've
heard  o f  Windows? I t  i s  an  opera t ing  sys tem deve loped by
Microsof t .   There  is  a lso  the  OS X opera t ing  sys tem deve loped by
Apple  and the  Ubuntu  (L inux)  opera t ing  sys tem deve loped by
Canon ica l .

The pr imary  advantage o f  L inux  opera t ing  sys tems is  tha t  they  are
comple te ly  f ree .   There fore ,  the  o thers  are  pay ing in  most  cases.

Whi le  i t  i s  in teres t ing  to  know how to  use your  opera t ing  sys tem,
i t  i s  equa l ly  impor tant  to  know how to  ins ta l l  one.  In  cyber
secur i ty ,  when someth ing goes wrong wi th  our  computer ,  i t  i s  very
o f ten  re la ted to  the  opera t ing  sys tem.   Severa l  causes can ex is t
such as :  a  v i rus ,  a  par t  tha t  no  longer  works ,  too  much spyware
and so on.   In  these moments ,  i t  o f ten  becomes necessary  to
re ins ta l l  the  opera t ing  sys tem and s tar t  aga in  on a  new bas is .

In  th is  ed i t ion ,  we wou ld  l i ke  to  in t roduce you to  th is  ac t iv i ty  by
of fe r ing  you the  poss ib i l i t y  to  learn  how to  ins ta l l  the  L inux  Min t
opera t ing  sys tem.   Th is  sk i l l  w i l l  be  very  usefu l  fo r  your  d iscovery
of  the  wor ld  o f  cybersecur i ty .

So,  en joy  your  d iscovery  and cont inue to  ac t  in  a  cyber -secure
way!

SUMMARY
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ACTIVITY PLAN

C Y B E R  S E C U R I T Y  B A S I C S 1

INSTALLATION OF LINUX MINT OPERATING SYSTEM                                   BRILLIANTLABS.CA                                           INFO@BRILLIANTLABS.CA 

In  th is  ac t iv i ty  we want  to  focus  on the  ins ta l la t ion  o f  an
opera t ing  sys tem ca l led  L inux  Min t .   Here 's  what  on  the
menu.

Main Goals

Goal  #1 :  To be ab le  to  ins ta l l  an  opera t ing  sys tem.
Goal  #2 :  To d iscover  what  i s  a  par t i t ion .
Goa l  #2 :  To re f lec t  on  the  ro les  o f  par t i t ions  in  cyber  secur i ty .

Tools Needed

Tool  #1 :  V i r tua l  Box
Too l  #2 :  L inux  Min t  V i r tua l  CD



VERIFICATION OF THE
NECESSARY TOOLS
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For  th is  ac t iv i ty ,  you w i l l  need the  so f tware  V i r tua lBox.

ht tps : / /www.v i r tua lbox .org /w ik i /Downloads

ht tps : / /www. l inuxmin t .com/download.php

You wi l l  a lso  need the  v i r tua l  cd  o f  L inux  Min t

https://www.virtualbox.org/wiki/Downloads
https://www.linuxmint.com/download.php


Let 's  s tar t  by  s tar t ing  V i r tua l  Box and prepare  the  v i r tua l  env i ronment .
You wi l l  need the  fo l lowing in format ion :

1)  2GB of  RAM ( ram)
2)  2  processors  (cpu)
3)  20  GB o f  hard  d isk  dr ive  space

I f  you need he lp  w i th  the  c reat ion  o f  the  v i r tua l  mach ine,  p lease consu l t  the
gu ide Creat ion  o f  a  V i r tua l  Mach ine in  Cyber  Secur i ty .
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To be ab le  to  ins ta l l  the  L inux  Min t  opera t ing  sys tem,  we wi l l  use
v i r tua l iza t ion .   Th is  concept  a l lows us  to  c reate  a  s imula ted env i ronment  in
our  computer  wh ich  w i l l  a l low us  to  proceed wi th  the  ins ta l la t ion  w i thout
damaging our  computer .

VIRTUAL MACHINE
PREPARATION

C Y B E R  S E C U R I T Y  B A S I C S 3
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When i t  i s  done,  inser t  the  v i r tua l  cd  in to  your  v i r tua l  mach ine.  To do so ,  s tar t
your  v i r tua l  mach ine and se lec t  your  v i r tua l  cd .

To ins ta l l  our  opera t ing  sys tem,  we wi l l  need the  ins ta l la t ion  cd .  You can
download the  cd  a t  the  fo l lowing address :

INSERT THE VIRTUAL CD

Insert the Virtual CD

C Y B E R  S E C U R I T Y  B A S I C S 4

A v i r tua l  cd  is  a
f i le  w i th  the  . i so

ex tens ion .

ht tps : / /www. l inuxmin t .com/download.php

Select the Virtual CD

https://www.linuxmint.com/download.php
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The sys tem may take a  l i t t le  t ime to
boot  up .  When th is  i s  comple ted,  the
image on the  r igh t  shou ld  appear .

You are  now in  the  v i r tua l
env i ronment  and th is  i s  where  you
can s tar t  the  ins ta l la t ion .

Doub le-c l i ck  on the  smal l  wh i te  cd .

Star t ing  the  ins ta l la t ion  is  very  easy .  When you s tar t  your  v i r tua l  mach ine,  pay
at ten t ion  to  the  ins t ruc t ions ,  we wi l l  gu ide  you wi th  the  he lp  o f  the  images.
Press  the  Enter  key  to  s tar t  the  ins ta l la t ion .  

INSTALLATION STARTUP

Installation Startup

C Y B E R  S E C U R I T Y  B A S I C S 5

Ready for Installation

Be pat ien t  a t  th is
s tage,  i t  may take
about  2  minutes  to

s tar t  up .
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The f i rs t  s tep  is  to  se lec t  the  ins ta l la t ion  language.  By  defau l t ,  Eng l ish  is
se lec ted,  c l i ck  on Cont inue or  choose the  des i red  language.

LANGUAGE

Language Selection

C Y B E R  S E C U R I T Y  B A S I C S 6
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Mul t imed ia  codecs w i l l  a l low the  opera t ing  sys tem to  p lay  mus ic  or  v ideos on
the Web.  You can ins ta l l  i t ,  so  c l i ck  in  the  box and c l i ck  Cont inue.

MULTIMEDIA CODECS INSTALLATION

Codecs Installation
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To get  the  accents  on your  keyboard ,  you shou ld  se lec t  French (Canada)  fo r  the
keyboard  language.  I f  you don ' t  need any accents ,  leave i t  as  Eng l ish  and then
c l ick  on Cont inue.

KEYBOARD LANGUAGE

Keyboard Language Selection
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The Idea of Partitions

The concept  o f  par t i t ion  is  very  impor tant  in  cyber  secur i ty .  Imag ine a  p ie  l i ke
the one in  the  f igure  be low.  Each por t ion  has a  d i f fe rent  s ize .  And each
por t ion  w i l l  be  d is t r ibu ted to  a  d i f fe rent  person who is  a  l i t t le  hungry  or  very
hungry .

CREATION OF PARTITIONS

C Y B E R  S E C U R I T Y  B A S I C S 9

I t ' s  a  l i t t le  b i t  the  same idea when you ins ta l l  an  opera t ing  sys tem.  But
ins tead o f  us ing  the  te rm por t ion ,  we use the  te rm par t i t ion .  Your  opera t ing
sys tem wi l l  be  ins ta l led  on your  hard  dr ive .  Now you wi l l  have to  separa te  i t ,
a  b i t  l i ke  the  p ie ,  in to  3  par t i t ions .

Symbol  :  /
Name :  Root  Par t i t ion

The opera t ing
sys tem wi l l  be

ins ta l led  on
th is  par t i t ion .

Symbol  :  /home
Name :  Home Par t i t ion

Symbol  :  None
Name :  Swap Par t i t ion

I t  i s  on  th is
par t i t ion  tha t
we wi l l  save

our  documents .

Th is  par t i t ion
wi l l  be  used to

s imula te  random
access memory .
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Let's go with the Creation of Partitions

Now that  you unders tand tha t  you need to  c reate  a t  leas t  3  par t i t ions ,  se lec t
Someth ing e lse  and c l i ck  Cont inue.

CREATION OF PARTITIONS #2

C Y B E R  S E C U R I T Y  B A S I C S 1 0
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New Partition Table

A b i t  l i ke  the  p ie  tha t  has  been p laced on a  tab le ,  we have to  prepare  the
hard  dr ive  to  hos t  the  par t i t ions  C l ick  on New Par t i t ion  Tab le .

CREATION OF PARTITION #3

C Y B E R  S E C U R I T Y  B A S I C S 1 1
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The Root Partition

The f i rs t  par t i t ion  you can create  is  the  Root  par t i t ion .  Th is  par t i t ion  w i l l  hos t
the  opera t ing  sys tem.  I t  i s  on  th is  par t i t ion  tha t  the  opera t ing  sys tem wi l l  be
ins ta l led .

CREATION OF PARTITION #4

C Y B E R  S E C U R I T Y  B A S I C S 1 2

I t  i s  impor tant  to  ass ign  su f f i c ien t  space to  i t ,  as  i t  w i l l  a lso  rece ive  secur i ty
updates  on a  regu lar  bas is ,  so  th is  must  be  ant ic ipa ted.  We wi l l  ass ign  i t  15
GB and se lec t  the  /  symbol  to  spec i fy  tha t  i t  i s  the  Root  par t i t ion .  When th is
is  done,  c l i ck  on Ok.
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The Home Partition

The second par t i t ion  you can create  is  the  Home par t i t ion .  Th is  par t i t ion  w i l l
hos t  a l l  your  persona l  f i les .  I t  i s  on  th is  par t i t ion  your  work ing  documents  can
be saved.

CREATION OF PARTITION #5

C Y B E R  S E C U R I T Y  B A S I C S 1 3

This  par t i t ion  w i l l  no t  rece ive  secur i ty  o r  o ther  updates .  However ,  i t  i s
impor tant  to  ass ign  enough space to  i t  to  be  ab le  to  back  up a l l  our  persona l
f i les .  For  the  ac t iv i ty ,  we wi l l  ass ign  5  GB to  i t .  In  rea l i t y ,  i t  wou ld  be a  good
idea to  ass ign many more.  When th is  i s  done,  c l i ck  on Ok.
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The Swap Partition

The th i rd  and las t  par t i t ion  you can create  is  the  Swap par t i t ion .  Th is
par t i t ion  w i l l  no t  hos t  any  spec i f i c  f i les .  However ,  i f  needed th is  par t i t ion
cou ld  be used to  s imula te  random access memory .

CREATION OF PARTITION #6

C Y B E R  S E C U R I T Y  B A S I C S 1 4

We wi l l  ass ign  the  res t  o f  the  ava i lab le  space to  i t .  And we wi l l  use th is
par t i t ion  as  a  swap par t i t ion .  So,  no  symbol  to  se lec t ,  bu t  ra ther  a  par t i t ion
type.  When th is  i s  done,  c l i ck  Ok.
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Ready to Install

When a l l  th ree par t i t ions  are  c reated,  you shou ld  get  a  resu l t  s imi la r  to  the
image be low.

SUMMARY OF CREATED PARTITIONS

C Y B E R  S E C U R I T Y  B A S I C S 1 5

Quick ly ,  we can conf i rm tha t  our  Root  ( / ) ,  Home ( / )  and Swap par t i t ions  are
created.  In  add i t ion ,  a  smal l  check  mark  appears  in  the  Format  box .  Th is
means tha t  the  par t i t ions  w i l l  a lso  be de le ted.  In  our  case,  th is  i s  no t  a
prob lem,  because we have not  saved anyth ing  on our  hard  d isk  ye t .  So the
ins ta l la t ion  too l  w i l l  be  ab le  to  c reate  the  par t i t ions ,  ass ign  the  necessary
space and fo rmat  the  par t i t ions .  When you are  ready,  c l i ck  Ins ta l l  Now.
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Make sure  tha t  the  par t i t ions  to  be modi f ied  are  indeed the  ones you want .  I f
they  are  not ,  c l i ck  Back.  Otherwise ,  c l i ck  Cont inue.

CONFIRM THE CHANGES

Before  you can cont inue,  the  ins ta l la t ion  too l  w i l l  ask  you to  conf i rm the
changes.  Th is  is  impor tant  because when there  are  changes on the  hard  d isk ,
there  is  a lso  the  poss ib i l i t y  o f  los ing  data .  So,  a  reminder  is  we lcome!

CONFIRM THE CHANGES

C Y B E R  S E C U R I T Y  B A S I C S 1 6
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I f  you are  not  sure  wh ich  t ime zone you are  in ,  you can enter  the  name o f  a
c i ty .  For  example ,  Moncton or  Ha l i fax  are  two c i t ies  in  the  same t ime zone,
i .e .  the  At lan t ic  reg ion.

Timezone Specification

Now you need to  spec i fy  the  t ime zone.  Th is  w i l l  a l low the  opera t ing  sys tem
to keep the  v i r tua l  computer 's  c lock  up to  date .  

TIMEZONE SPECIFICATION

C Y B E R  S E C U R I T Y  B A S I C S 1 7

When th is  i s  done,  c l i ck  Cont inue.



INSTALLATION OF LINUX MINT OPERATING SYSTEM                               BRILLIANTLABS.CA                                           INFO@BRILLIANTLABS.CA 

You a lso  have the  poss ib i l i t y  to  s tar t  a  sess ion automat ica l ly ,  w i thout
spec i fy ing  the  password.  Th is  is  a  persona l  cho ice .  We,  on the  o ther  hand,
are  cyber  secur i ty  lovers ,  so  we wi l l  spec i fy  a  password.

Create a User and Assign a Password

To be ab le  to  use the  opera t ing  sys tem,  you wi l l  have to  c reate  a  new user
for  yourse l f .  I t  i s  poss ib le  to  c reate  a  new one dur ing  the  ins ta l la t ion  and you
wi l l  be  ab le  to  c reate  o thers  once you are  in  the  opera t ing  sys tem.  For  now,
create  a  user  and spec i fy  a  password.

USER CREATION
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When the necessary  in format ion  is  en tered,  c l i ck  Cont inue.
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Installation of files

I t ' s  now over ,  no t  so  bad!  Now a l l  you have to  do is  wa i t  a  few minutes .  The
ins ta l la t ion  too l  w i l l  save the  f i les  and your  v i r tua l  computer  w i l l  soon be
ready to  use.  When i t ' s  done,  c l i ck  Restar t  Now.

INSTALLING

C Y B E R  S E C U R I T Y  B A S I C S 1 9

Restart the Virtual Computer
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Congra tu la t ions ,  you have successfu l l y  ins ta l led  your  f i rs t  L inux  Min t
opera t ing  sys tem.  Now a l l  you have to  do is  en ter  your  password -  the  one
you chose when you created your  user  account  -  and press  Enter .

User Authentication

USER AUTHENTICATION

C Y B E R  S E C U R I T Y  B A S I C S 2 0



INSTALLATION OF LINUX MINT OPERATING SYSTEM                               BRILLIANTLABS.CA                                           INFO@BRILLIANTLABS.CA 

I f  you see the  we lcome screen appear ,  you can read i t  o r  c lose i t .  We wi l l
have o ther  ac t iv i t ies  tha t  w i l l  concern  the  use o f  the  opera t ing  sys tem.

The Welcome Screen

WELCOME SCREEN

C Y B E R  S E C U R I T Y  B A S I C S 2 1
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The las t  th ing  to  do is  to  ins ta l l  the  guest  too ls .  These too ls  w i l l  a l low you to
change the  screen reso lu t ion  and o ther  fea tures  tha t  a re  not  ava i lab le  a t  the
base.

Insertion of Guest Tools CD

GUEST TOOLS INSTALLATION

C Y B E R  S E C U R I T Y  B A S I C S 2 2

In  the  menu a t  the  top  o f  the  w indow,  c l i ck  Dev ice  and then c l i ck  Inser t  Guest
Add i t ions  CD Image.  A w indow appears ,  c l i ck  Run.  When the  ins ta l la t ion  is
comple te ,  reboot  the  v i r tua l  computer .

Start the Installation of the Guest Tools CD
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What  can you te l l  me about  the  usefu lness  o f  par t i t ions  in  the  f ie ld  o f
cybersecur i ty?

PARTITIONS AND CYBER SECURITY

C Y B E R  S E C U R I T Y  B A S I C S 2 3

Reason 1  :  

Reason 2  :  

Reason 3  :  


