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Observat ion  in  cybersecur i ty  i s  cer ta in ly  a  must .  In  th is  sense,
tak ing  your  t ime and look ing before  c l i ck ing  on a  l ink  is  very
e f fec t ive  in  main ta in ing  a  sa fe  brows ing exper ience.

In  th is  l i t t le  ac t iv i ty ,  we wanted to  in t roduce you to  a  facet  o f
cybersecur i ty  tha t  we cons ider  to  be a  bas ic  no t ion ,  namely
observat ion .

Tak ing your  t ime,  t ry  to  f ind  the  t raps  in  the  bot tom image,  and
compare i t  to  the  top  image.  You wi l l  be  amazed to  rea l ize  how
much we a l ready know about  cyber  secur i ty .  Wi l l  you be ab le  to
avo id  fa l l ing  in to  the  t rap?

Good observat ion  wh i le  be ing cyber  secure .

INTRODUCTION

C Y B E R  S E C U R I T Y  B A S I C S
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Can you Find the 7 Traps?
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CYBER SECURITY AND OBSERVATION

Solut ion on next

page.
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The 7 Traps
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SOLUTION

Explanat ions on

next  page.
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When v is i t ing  a  we l l -known webs i te  l i ke  Youtube,  i t  i s
necessary  to  check  i f  the  HTTPS pro toco l  i s  p resent  in  the
URL address .  By  hav ing  th is  p ro toco l ,  one can count  on  a
secure  connect ion .  More  and more  s i tes  on the  web are  us ing
th is  pro toco l .  Of  course,  when the  HTTPS pro toco l  i s  used,  a
smal l  pad lock  is  v is ib le .  So there  were  2  t raps .

There  is  an  er ror  in  the  URL.  Th is  is  a  common prac t ice  to
t ry  to  conv ince the  user  tha t  they  are  on the  r igh t  page.  By
chang ing a  s ing le  le t te r ,  the  s i te  appears  leg i t imate .
However ,  i f  you take the  t ime to  th ink  about  i t  and do a
l i t t le  research,  you rea l ize  the  mis take.  So there  was a
t rap .

One th ing  tha t  ra ises  doubts  is  the  l ink  between the
number  o f  v iews and the  number  o f  " l i kes" .  I f  we have
177,000 (177K,  K =  1000)  "L ikes" ,  we shou ld  have
177,000+ v iews.  The s i te  is  quest ionab le .  So there  was a
t rap .

EXPLANATIONS

Non seu lement  i l  manque une le t t re ,  le  logo a  é té  inversé .
En regardant  rap idement ,  i l  es t  fac i le  de  tomber  dans le
p iège.  Le  s i te  es t  d 'au tant  p lus  douteux !  I l  y  ava i t  un  aut re
p iège.

Not  on ly  is  there  a  le t te r  miss ing ,  the  logo has been
reversed.  By  look ing  qu ick ly ,  i t  i s  easy  to  fa l l  in to  the  t rap .
The s i te  is  a l l  the  more  dub ious !  There  was another  t rap .

The address  seems to  have been modi f ied  fu r ther .  Th is  is
the  las t  t rap .
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DISCUSSION
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Take a  few moments  to  re f lec t  on  the  var ious  p i t fa l l s .  What  lessons
can you learn? We have prov ided a  templa te  fo r  your  re f lec t ion .  I f
you need add i t iona l  rec tang les ,  p r in t  th is  page to  f i t  your  needs.

Lesson 1  :  

Lesson 2  :  

Lesson 3  :  

Find guidel ines for  the

discussion on the next

page.
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Suggest ion  2  :  E th ic

Why some peop le  may want  to  c reate  fake webs i tes? I t  can be
in teres t ing  to  open the  d iscuss ion around cr imina l i ty  in  our  soc ie ty
and to  exp la in  the  complex i ty  o f  our  soc ie ty .  Hence the  impor tance o f
be ing educated about  the  issues o f  the  Web.

HOW TO DISCUSS THIS TOPIC? 
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Discuss ing cybersecur i ty  w i thout  a  benchmark  can be d i f f i cu l t .  Here
are  some suggest ions  you might  use to  approach the  th ink ing .

Suggest ion  1  :  Resourcefu lness

Ask the  s tudent  about  resourcefu lness .  How would  he/she fee l  i f
he /she ended up on a  quest ionab le  webs i te?

The guidel ines are

pr imar i ly  a  guide.  You

may adopt  others i f  you

wish.


