
Learn about malware and what they do

Malware can prevent you from using your devices
and  send sensitive information to hackers.44

11
A strong password has 16 characters or more and
includes a combination of letters, numbers and symbols.
You can also use a password manager application.

Use strong passwords
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Keep your computing devices up to date

It is essential to take the time required to update
your digital devices.  Updates allow you to better
protect yourself and to keep a step ahead of hackers.

77
Keep learning and keep informed

The world of cybersecurity is constantly changing.  It
is important to stay informed about new ways to
protect yourself.

33
Be careful with what you share on the web.  Scammers
and hackers can use your personal information to steal
your identity or to trick you, your family or friends.

Protect your online privacy

55
Social engineering is a method used by hackers. It
tricks you into believing  you have to make a quick
decision.

Learn about social engineering

99
Don’t hesitate to check and double check information
that you read on the web.  Check for the source and
compare the information with other reliable sources.

Be critical of what you read on the web

88
Keep an open mind when using AI

Artificial intelligence can be exciting, but it can also
be misleading.  Be careful with the AI's hallucinations
or deepfakes produced by AI tools.

22
phishing attacks are sent every day.  Do not click on
links sent to you by unknown senders.  If in doubt,
check with someone you trust.

Beware of phishing attacks, learn to spot them

Brilliantlabs.ca/cybersecurity

66
Using connected objects can be fun and helpful, but
they can become an open door for hackers to access
your private information and devices.

Learn about the Internet of things (IoT)
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